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RDM

PRACTICAL COMPUTING ADVICE / UPSKILLING



HDS SERVICE CORE
SERVICES

CONSULTATIONS

Need guidance? Drop by for a consultation on
your DS analysis

COMMISSIONED RESEARCH

C omm i s s i o n e d D S A n a l y s i s
C omm i s s i o n e d S u p e r v i s i o n

OUTREACH

Conference, seminars and networking events -
Join us!

?

COURSES & WORKSHOPS

Data Science skills, Tools and HDS
Topics
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HEALTH DATA SCIENCE SANDBOX
SERVICES

• Website with tutor ia ls,
guides, onboarding

• Workshops run local ly by
Sandbox staf f

• External courses supported
by Sandbox resources

• GitHub with accessib le
mater ia ls & environment
setup

• Containers on DockerHub

https://hds-sandbox.github.io

S a n d b o x a p p s a l l o w
i n d e p e n d e n t u s e o f d a t a ,
t o o l s , & g u i d e s

https://hds-sandbox.github.io/
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course objectives
• Introduction to HPC systemsUnderstand HPC systemsAssess high performance computing goalsSecure compute and storage for your project

• Set up computing environment essentialsAccess and authenticationJob scheduling basicsData handling

• Manage computational projects with a research datamanagement (RDM) focusData lifecycleFile system and storage structureReproducibilityHelpful tools to support RDM implementation



workshop agenda
https://hds-sandbox.github.io/HPC-lab/workshop/launch-requirements.html



Kai the coding champ
Ace at R Studio andthe Slack meme channel

Paula the pipette pro
30 microtiter plates?Make it 50!

Ralph the register wrangler
Can left join in his sleep,but has DMP PTSD



hardware basics



High Performance Computing
Using a supercomputer or cluster ofcomputers to perform jobs toocomputationally intensive for a personalcomputer (laptop or desktop)

intro to HPC



intro to HPC

Supercomputer
An exceptionally fastand powerful machinedesigned to processmassive amounts ofdata

Cluster
A group of individual,interconnectedcomputers workingtogether seamlesslyover a network



common HPC workflows

Tasks that require raw processingpower for sequential calculation.

• Phylogenetic tree inference• Pharmacokinetic modeling• Basic epidemiology models

CPU-Bound
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common HPC workflows

CPU-Bound
Workflows that need to holdmassive, interconnecteddatasets in active memory all atonce.
• Single-Cell RNASeq• Metagenomics Assembly• Genome-Wide AssociationStudies

Memory-Bound
Tasks involving massiveamounts of relatively simple,repetitive math that can beparallelized.
• Protein Folding• Training AI models• Cryo-EM reconstruction

GPU-Based
Tasks that require raw processingpower for sequential calculation.

• Phylogenetic tree inference• Pharmacokinetic modeling• Basic epidemiology models



common HPC workflows

Requiring strict regulatorycompliance (GDPR, NIS2) andisolated, secure computingenvironments.
• Population Health Studies• Clinical Trial Databases• Electronic Health Records

Data Sensitive



HPC advantages
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compute spectrum

What is your experience with thesedifferent types of resources?
What are their pros and cons?
When is a laptop or workstationgenuinely the better choice than HPC?



compute spectrum



pros and cons

Local PC / Cluster
+ admin rights to install+ all resources are yours+ smaller fixed costs

- fixed resources- maintenance- security

HPCs / Cloud
+ scalable resources+ IT/sys admin management+ IT security & privacy controls

- constraints on tool installs- job setup hassle- running costs



HPCarchitecture



https://www.weka.io/learn/hpc/what-are-hpc-and-hpc-clusters/

Node
- Any physical device thatcan send, receive, or passinformation
- In HPC, this term isnormally used in referenceto a compute node or alogin node
- Nodes are interconnectedto facilitatecommunication and datatransfer between them

HPC architecture



https://www.weka.io/learn/hpc/what-are-hpc-and-hpc-clusters/

Login Node
- A computer that acts asthe front end to the HPCsystem, where users access(request) cluster resourcesand submit tasks for thecomputing nodes toperform

HPC architecture



https://www.weka.io/learn/hpc/what-are-hpc-and-hpc-clusters/

Computing Cluster
- A (large) group of closelyinterconnected computersthat work together as asingle system to completejobs

HPC architecture



https://www.weka.io/learn/hpc/what-are-hpc-and-hpc-clusters/

Job scheduler
- Type varies by platform,but manages andschedules jobs (tasks)across compute nodesallocating resources tocomplete the job

HPC architecture

Jobscheduler /workloadmanager



https://www.weka.io/learn/hpc/what-are-hpc-and-hpc-clusters/

Computing Node
- An individual computerwithin the compute clustermade up of a set ofprocessors and their localmemory
- ‘Size’ of the nodetraditionally varies bynumber of processors /amount of memory

HPC architecture



https://www.weka.io/learn/hpc/what-are-hpc-and-hpc-clusters/

Parallel File System
- Specialized for efficientread/write access to datastorage by potentiallymany compute nodes (andindependent users!)operating in parallel

HPC architecture



https://www.weka.io/learn/hpc/what-are-hpc-and-hpc-clusters/

Storage System
- Provides persistent storagefor data and programsused by the HPC system
- Not your standard SSDsystem, requires fast,sophisticated orchestrationof requests to high-endservers (data nodes) suchthat wait times areminimal

HPC architecture



HPC components

https://cvw.cac.cornell.edu/gpu-architecture/gpu-characteristics/design



HPC components
CPUs
Modern CPUs are packaged together as multi-core processorson a single microprocessor chip
Each core has private L1 (and often L2) cache, while higher-levelcaches (L3) are shared across the chip.
Thread = smallest execution unit (originally performed by asingle core)
Job hierarchy: Job > task > process > thread
Use of terms task/thread/core can get complicated. Roughly,more cores means more parallel threads (if RAM isn’t limiting)

https://cvw.cac.cornell.edu/gpu-architecture/gpu-characteristics/design



HPC components

https://cvw.cac.cornell.edu/gpu-architecture/gpu-characteristics/design

GPUs
Many cores executing the same instructions on many dataelements at once
High memory bandwidth (fast data movement)
Ideal for parallelization (note that controllers are per row ofcores, not per core like a CPU!)
Good for massive data throughput, matrix math and large-scalesimple computations



file systems

A file system is the layer that turns raw storage into files andfolders - names, permissions, sizes, and where each bytephysically lives. On your laptop there are some common typesof file system (ext4, APFS, NTFS) geared towards one user.
With HPCs, the challenge is that hundreds of nodes and usersread and write the same storage at once. This is why HPC usesnetworked and parallel file systems (nfs, zfs, beegfs, lustre, etc.)
What makes one a better fit than another:• A few big files vs many small files (the usual bottleneck)
• Raw throughput vs number of clients served simultaneously



beyond file systems

Classic file systems assume a manageable number of files, readmore or less whole, on storage attached to your compute. Asdatasets grew to billions of files and petabytes, and as computemoved to the cloud, that model started to strain. Two ideasemerged in response:
Object storage (e.g. S3) Drop the folder hierarchy; keep data asobjects reached over the network by API. Near-limitless scale,low cost, and storage scales independently of compute.
Analytics formats (e.g. Parquet) Organize data so tools read,compress, and parallelize only the parts they need, instead ofloading whole files. (Others in the same spirit: Zarr, HDF5,Arrow)



common HPC file structure

Location Use Case(s) Watch out for

home (~/) Configs, small files Small quota, backed up; don't
run jobs or stage data here

scratch/ Active job I/O, large temp files Not backed up, auto-purged
after N days

project/, work/ Datasets shared with your
group

User access and permissions
usually fragmented

archive/ Finished results, raw data to
keep

Slow, cheap, long-term
storage after project finishes



HPC job design



HPC job design



summary

• A cluster is parts working as one. Loginnode(s) to access and submit, manycompute nodes to do the work, ascheduler to allocate them, and sharedparallel storage.

•Match the hardware to the workloadCPUs for general and many-core parallelwork, GPUs for massively parallel, matrix-heavy throughput. More cores only help ifyour tool/script can actually use them.

• Storage is not one thing. There are differencesin how file systems work, and bottlenecks thatneed to be understood. For any givenprovider, home, scratch, project, and archiveeach might have different speed, backup, andquota rules.



Intro toResearch DataManagement& GDPR



what is RDM

FAIR data
FindableAccessibleInteroperableReusable

Research Data Management (RDM) is aset of practices to ensure your researchoutput is organized, shareable andreproducible.
If you work with sensitive data, goodRDM practices are not onlyrecommended but legally mandated.
There are personal and institutionalincentives for you to make sure your datais FAIR. Working with HPCs or cloudsystems add a financial incentive to it aswell.



reproducibility

Universities have a lot of turnover:people usually stay for periods of 2-5years and then move to anotherposition.
Reproducibility is not only aboutpreserving protocols and workflowswithin the same group, but alsoensuring the academic community atlarge can benefit from your work.



reliability

Creating a reliable workflow meansyour findings will be reproducible in avariety of environments. Any pipelineor application that only runs on yourown computer is not mature enoughfor publication.
Good RDM practices are helpful at anindividual level too. For example,having a strategy for version controland backups prevents loss of timeand money.



findability

Any lab benefits from having dataand workflows preserved with goodRDM practices. That means lessredundancy and dependencies.
Another great incentive for RDM isthat well-organized work, especially ifit can be reproduced entirely byreaders, often receives moreattention and citations.



data lifecycle
• Create Generate or collect data; classify its sensitivity andplan its structure from day one
• Store Keep it in the right place: secure, backed-up storagewith appropriate access controls
• Use Analyze the data with reproducible scripts andenvironments, working only with the data you need
• Share Give collaborators access under the rightagreements, make outputs FAIR
• Archive Preserve essential data and code in a repositorywith a DOI and a license
• Destroy Securely delete data when its retention periodends, or when a subject invokes the right to erasure



costs

We are producing and consuming more data than ever before. In somecases, data needs to be preserved from 5 to 25 years after publication,which can add up to huge costs over time.
A good understanding of your data lifecycle can help generate strategies forcost optimization to minimize those costs.



challenges

If good RDM is so advantageous, thenwhy isn’t it more widespread?
Many people never hear about it, orhave misconceptions about whatRDM means.
Academic incentives are oftenskewed towards the creation ofprototypes rather than stable,reproducible artifacts.
Lastly, it takes active effort to makethings reliable and reproducible.

Outside academia, RDM isvery prevalent. In the pharmaindustry, every step ofsoftware development needsto be reproducible, accessibleand documented (SDLC, GxP)



questions

Are you a PhD student/postdoc or are you permanent staff?

Do you have funding to spend on compute?

Do you need to work with sensitive data?



sensitive data

Sensitive personal data definition
• Any information requiring elevatedlegal protection because its exposurecould significantly impact anindividual's fundamental rights,freedoms, or privacy.
• In practice: health records, biologicalsamples, medical imaging, somesurvey questions (sexual orientation,religious beliefs, etc.) can all fit intothis definition.

Security concerns
• Leaks via system intrusions,ransomware, lax securitystandards
• Data alteration and/ordestruction
• Non-compliant handling byresearchers (& associated users)



pseudonymized vs anonymized data

Pseudonymized Anonymized
Definition Identifiers replaced with akey Identifiers irreversiblyremoved

Re-identifiable? Yes, with the key No (if done properly)
Under GDPR? Yes, still personal data No, outside GDPR scope
In practice Common in research Genuinely hard; rarely fullyachieved



most relevant GDPR concepts for HPCs

SharedResponsibilityModel Right to Erasure Data ProcessingAgreements
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most relevant GDPR concepts for HPCs

SharedResponsibilityModel Right to Erasure Data ProcessingAgreements

Many entities sharethe responsibility forhandling your data.You, as the dataowner, have theburden to ensureeverything works well.

The ability for peopleto remove their datafrom a dataset. This isparticularly difficult ifyou have poor datagovernance/RDM.

You cannot simply useany provider, and evenif the provider isapproved you will needa DPA. In practice, thisis the most importantcriterion whenchoosing a HPCprovider for sensitivedata.



data processing agreements

Data Controller
A DPA is a legallybinding contract thatensures an externalprovider processesyour sensitivebiomedical datastrictly according toyour rules and GDPRstandards.

Data Processor

You / Your PI / KU

Determines the “why”and “how" of dataprocessing. Responsiblefor study design, ethicalapprovals and consentcollection.

HPC / Cloud provider

Provides compute andstorage. Legally forbiddenfrom doing anything withthe data except what youexplicitly instruct them todo.



data processing agreements

Data Controller Data Processor

HPC / Cloud provider

Provides compute andstorage. Legally forbiddenfrom doing anything withthe data except what youexplicitly instruct them todo.

Fun fact: even with a DPA, any Americanprovider may be legally compelled by theUS government to reveal your data

A DPA is a legallybinding contract thatensures an externalprovider processesyour sensitivebiomedical datastrictly according toyour rules and GDPRstandards.

You / Your PI / KU

Determines the “why”and “how" of dataprocessing. Responsiblefor study design, ethicalapprovals and consentcollection.
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GDPR in practice
You're approved to study whether biomarkerX predicts type 2 diabetes in a hospitalcohort. The data controller gives you apseudonymized export.

Data minimization The export has 200variables × 50,000 patients. Your study needs~8 variables and the 2,000 patients meetingyour criteria. 
✓ Pull only those columns and rows into yoursecure project space 
✗ Don't copy the entire EHR dump to scratch"just in case"

Purpose limitation Ethics approval and patientconsent cover diabetes research only. 
✓ Use the data for that question 
✗ Don't reuse it to explore an unrelated trait,that needs a new legal basis

Data protection The data needs to besecured and controlled at all stages.
✓ Choose a provider with adequatecapabilities (jurisdiction, technicalmeasures, DPA)
✗ Don't upload data to an AI provider, orshare it within your group via insecuresystems (ie e-mail)



GDPR support

GDPR courses and consultation
Our colleague Diana Andrejeva from HeaDSoffers a course called GDPR for Biomed,usually once a year, focused on legal aspectsrelevant to bioinformaticians. She also offersconsultations for specific projects.

Project like mine
A digital platform from SUND. Mandatoryfor every project involving sensitive data.You are asked some questions and, in theend, you receive recommendations aboutwhich aspects to prioritize (DPAs, ethicalapprovals, etc.)



Is there anything that can help us do RDM more efficiently?In other sessions we will get more familiar with helpful tools and CLI commands

tools



Danish HPCProviders



HPC alternatives

Maintained by SDUHas CPUs and GPUsUser friendly interfaceAdequate for sensitive data

From Aarhus UniversityMostly CPUsSSH and virtual desktopsGDPR compliant

Finnish supercomputerMostly GPUsSSH only, Slurm-basedNot for sensitive data



HPC alternatives

computerome
Supercomputer from NNF(Gefion)Mostly GPUsCan’t use sensitive data

Operating out of DTUCPUs and GPUsExpensive and chaoticGDPR compliant, needs DPA



GDPR compliance

Providers with aKU-wide DPA

computerome

Any other cloud providerthat complies with GDPR

Providers that canbe used withcustom DPA
Providers thatcannot handlesensitive data



GDPR compliance

Providers with aKU-wide DPA
Providers that canbe used withcustom DPA

Providers thatcannot handlesensitive data



HPC alternatives
UCloud GenomeDK Computerome DCAI/Gefion LUMI

CPU nodes 6592 vCPUs 52 thin/60 fat (~11kcores) (expanding) 692 thin/55 fat (50kcores) 191 nodes/112cores each 2048 nodes/128cores
GPU nodes 32 NVIDIA H100s,some older A100sand L40s

24 NVIDIA L40S(expanding) 40 NVIDIA V100s,some NVIDIA A100s 1528 NVIDIA H100s 2978/4 AMDMI250x
Storage 3 PB 33 PB 50 PB ~8 PB ~120 PB
Security ISO 27001 ISAE 3000 + ISO27001 ISAE 3000 + ISO27001 NA ISAE 3000 + ISO27001
Sensitive data yes, ‘at own risk’ yes, ‘closed zones’ yes, private clouds not yet not yet
Env mgmt conda Singularity,Apptainer conda (& Docker?) NA Singularity,Apptainer
OS UCloud GUI AlmaLinux 8 CentOS 7 Red Hat EnterpriseLinux (RHEL) SLES 15 / CRAY



An obvious consideration whenchoosing a HPC provider is cost.Luckily, for most of the majorplatforms, free resources are availablethrough DeiC. Resource allocationfrom this pool is done by KU-IT.

"free" HPC resources

You can get >10,000 CPU hours, >100GB of storage and a generous amountof GPU hours for free with minimaloverhead. If you write a more detailedproposal, those limits can increase 10xor more.



In-houseExternal

Via KU IT
(DeiC membership)

Via Grants

UCloud

Via direct
contract
(you pay)

RubusDeiC EuroHPC

UCloud

+ 10 other
EuroHPC
systems

Whoever you
want to pay

UCloud
Computerome2

free

free

paid

paid

Local
systems

Hendrix,
BRIC cluster, Bio
Cluster,
...

paid

GDP
R

GDP
R

GDP
R

GDP
R

GDP
R

Slide from Henrike Zschach (KU-IT)

access to HPC resources
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UCloud
Type 1

LUMI
Type 5

RUBUS
local KU

GenomeDK
Type 2

Personal Data
DPA + ISO cert Not built for

sensitive data
same

organization

( )
ISO cert but no DPA

- but you can make one!

User base Users unfamiliar with
HPC

Users very
familiar

with HPC

Users familiar
with HPC

Users familiar
with HPC

Interface Custom graphical UI
(can get terminal via UI)

Terminal +
UI via On Demand

(Jupyter, Matlab, VSCode)

Terminal
(+ UI via On Demand

in the future)

Terminal +
virtual desktop

Cost

Basic amount free

Extreme scale use via:
• DeiC HPC grant

• contract w UCloud

Basic amount free

Extreme scale use via:
• DeiC HPC grant
• EuroHPC grant

Three payment models:
• Pay as you go

• Own hardware (integrated)
• Own hardware (separate)

Basic amount free

Extreme scale use via:
• DeiC HPC grant

• contract w GenomeDK

Connected to KU
Network Storage

GPUs NVIDIA AMD NVIDIA

access to HPC resources
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Slide from Henrike Zschach (KU-IT)

access to HPC resources

Service Portal
Research IT > Research Applications (generic KU IT Datalab ticket)

Research IT > DeiC HPC resources (for HPC topics)

Email
KU-IT-datalab@adm.ku.dk

Research IT > IT solutions (DLF IT solutions ticket)

https://serviceportal.ku.dk/HEAT/Modules/SelfService/#serviceCatalog/request/27B15E31618B4117939B78E659C8BBF1
https://serviceportal.ku.dk/HEAT/Modules/SelfService/#serviceCatalog/request/356CE8004C7E488F8DC7CA5FD41AE03E
mailto:KU-IT-datalab@adm.ku.dk
https://serviceportal.ku.dk/HEAT/Modules/SelfService/#serviceCatalog/request/8377BCEBC5044EC78C2AC13AF9929E73


HPCs at KU

Some departments at KU have local servers or clusters thatthey regularly use. They are often fine-tuned to their needsand contain protocols and workflows you can reuse. Theyshould be the first option if you are considering using HPCs.
If your center or department does not have a server orcluster, you may still be able to access the existing one viacollaborations. Remember to consider whether theplatform is compatible with handling sensitive data, if thatis your use case.
Alternatively, you can build a server/cluster of your own.However, depending on the budget, this requires a veryslow (12-24 months) process of security and financialevaluations.



There are many HPC resources
There are multiple options in case youneed to use HPCs. A few of them arefree (up to a certain limit), andrequesting it is straightforward.

summary
Consider your use case

It’s very important that youunderstand which resources you need.Processing sensitive data limits youroptions considerably.

Pick a provider that fits yourexpertise
If you are just a beginner, you mightwant to pick options with easier access(virtual desktop, GUI). If you arefamiliar with the command-line andssh, you have a lot more freedom.

Remember your responsibilities
You or your PI are directly responsiblefor the data you store and use. Thismeans that skipping steps like notsetting up a DPA could have seriousconsequences in case of a data breach.



UCloud Setup



what is UCloud?

UCloud is a unified research environment built by SDU. It has severaltypes of compute resources available (CPU, GPU, fat nodes, etc). Moreimportantly, it has a well designed, custom User Interface that you canaccess directly through your web browser.
It packages complex data science pipelines and analytical tools intoready to launch applications. This makes advanced computing highlyaccessible to beginners.



UCloud vs regular HPC

UCloud is not a goodexample for the generalexperience of operating aHPC. It abstracts away someof the complexity involved inaccessing HPC resources.
- Allows compute andstorage resources fromdifferent providers to beaccessed through thesame interface(SDU/AU/AAU)
- GUI to help beginners,but can still supportadvanced work



interactive HPC with UCloud

1. Search &then click onlink

2. Sign-in viaKU portal

https://cloud.sdu.dk

https://cloud.sdu.dk/


interactive HPC with UCloud



interactive HPC with UCloud



interactive HPC with UCloud

Apps can be starredfor easy access



workspaces



workspaces

Virtual workspaces allow youto share resources and worktogether with projectcollaborators
Project folders and files thatonly belong to the activeworkspace will be accessiblefrom the menu at the left



UCloud demo 1 2

App & version (dropdown menu tochange it)
Read documentation before using it
Import parameters from previousruns or JSON file
Job name, hours, and machine type(resources set-up)
Folders to access while running thisparticular job
Module to use (which includesNotebooks & Data)

1
2
3
4
5
6

3

4

5

6

7

7



UCloud demo

Choose ‘Open Interface’ once yourjob starts to get to your RStudioinstance
Remember you can return to thejob via the ‘Runs’ menu- Check remaining time- Top up time if you’re runningout- Stop job via ‘Stop application’button to stop burning computeif you’re done
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UCloud demo 1 2

App & version (dropdown menu tochange it)
Read documentation before using it
Import parameters from previousruns or JSON file
Job name, hours, and machine type(resources set-up)
Folders to access while running thisparticular job
Module to use (which includesNotebooks & Data)

1
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Alba Refoyo Martinez, PhD
Center for Health Data Science (HeaDS)

HPC-Launch

from theHealth Data ScienceSandbox Samuele Soraggi, PhD
Aarhus University



Introduction to HPC systemsUnderstand HPC systemsAssess high performance computing goalsSecure compute and storage for your project

• Set up computing environment essentialsAccess and authenticationJob scheduling basicsData handling

• Manage computational projects with a research data management(RDM) focusData lifecycleFile system and storage structureReproducibilityHelpful tools to support RDM implementation

Content



Overview: Working on remote servers

Unixterminal

Text editors

Login through terminalssh username@node.dk Login nodes

Compute nodes

Shared FS
Job schedulersbatch myscript.sh

PersonalComputer
File transfer tools



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



Accessing the HPC platform

Access to HPCs

ssh, ssh keys & ssh agent

File system (FS)

File editors and IDEs



Accessing the HPC platform



Cryptographic network protocol for remote login and command-line execution using your terminal
Supported on HPC platforms (even GUI-based ones i.e. UCloud)
Commonly protected with a 2FA (text or authenticator app)
Flexible communication

• Local to server
• server to local
• server to server!

ssh (Secure shell protocol)

> (base) ssh username@login.genome.dk
(username@login.genome.dk) 2FA token: 123456
> [username@fe-open-01 ~]$

hostname

Indicates you are on the remoteserver



ID verification via public/private keys: speed remote login and link to other services like GitHub
Multiple key algorithms

• RSA (Rivest–Shamir–Adleman, 1977) is a classic cryptography systems
• Algorithms evolve over time [-t ed25519].

Key mgmt best practices
• Use separate keys for servers, GitHub, etc.
• Protect each private key with a strong passphrase
• Store passphrases in a keychain or ssh‑agent (with timeout or reset on restart)

Public keys live stored on the cluster in: .ssh/authorized_keys.
Config your ssh keys further: .ssh/config

SSH keys

> ssh-keygen -t ed25519 -f ~/.ssh/id_UCloud –C user@sund.ku.dk
# to add a passphrase to an existing key> ssh-keygen -p -f ~/.ssh/id_UCloud

.ssh directory must exist(create otherwise)
-f: output_keyfile-t: [-t ecdsa | ecdsa-sk | ed25519 | rsa]-C user_host

name that describes the purpose



• Default manager for ssh keys and passphrases
• Securely stores keys locally, avoiding repeated passphrase entry
• Supports agent forwarding (remote servers can use local SSH keys & passphrases stored on yourlocal machine)

SSH agent

> eval ‘ssh-agent’ # shell inherits env variables and access to the agent
> ssh-add id_your_key



It’s the only way in on many servers!
It allows working in your local customized IDE (integrated development environment)

• Dev with secure files on server
• Dev with extra processors / RAM
• f.x. RStudio, Jupyter Lab, Visual Studio Code…

Secure file access / transfer between local drive and server

Why would you want to do this?

Visual Studio Code- multi-language support, integrations like file explorer, git & terminal, many helper plug-ins!



Day 1 > HPC setup
Eval your existing ssh keys and set oneup for UCloud
Start a job from the terminal app andthen ssh in (remember to mount thefolder you created!)
Remember: Add folder > create folder >hpcLaunch

~ 15 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

1. SSH keys



Exercise: set ssh keys up for UCloud

> ssh-keygen –t ed25519
> ssh-add your_key
> cat your_key.pub

1 On your local device (Mac and Linux)

2

3

Paste your_key.pub output



Exercise: Start a job from the terminal app and then ssh in

Run_initsXXX

Start job w/ SSH server



OPEN YOUR TERMINAL, RUN THE COMMAND



Exercise: set one up for UCloud **Windows**

> cd C:\Users\username\.ssh
> ssh-keygen
> Get-Service ssh-agent | Set-Service -StartupType Automatic
> Start-Service ssh-agent
> ssh-add your_key
> cat your_key.pub

1 Start Windows PowerShell with Run as Administrator mode



Running your scripts on a login node is verytempting, but you must resist!
• NEVER run computational jobs directly on thelogin node. This will slow down all other userson the front-end
• Monitor resources
• Lightweight tasks only

• Creating folder structure
• Managing folders and files (do not performlarge file transfers)
• Small software installations (if allowed)
• Submitting batch jobs
• Editing code (Interactive jobs)

Access – login node



File system (FS)

Directory structure

Absolute and relative paths

Navigation of the FS on the command line

/…



• Folders and files follow a hierarchy
• / is the root folder of the filesystem - nothing is above that
• The FS is shared across all machines and available to all users
• Commonly, there are two important folders in the root

• home (or /home/username) and
• faststorage (or shared, projects, etc.)

• /tmp or /scratch

FS – directory structure Example FS GenomeDK

> ln -s /fastorage/project/coolProject/home/myusername/coolProject
On UCloud, we mount the data

You can link projects to your home (shortcuts pointing to file/folders)



FS – directory structure
● Small● Usually not backed-up and private to you● Use for software and general scripts

● Large (1TB +)● Not backed-up● Data is deleted whenever the job in question finishes● Use as “working directory” for processing data (e.g.: great forintermediate files or output files written in small chucks)

/home

/scratch

/shared
● Large● Backed-up!● Can be accessed by all members of the project● Data



In general , do not fill up your home folder with data (or any large file)
Usually a limited amount of storage (less than shared or something equivalent).
Remember /home is private to you.
Command-line:

FS – directory structure

> pwd # print path of working directory (WD)/home/username Not the case on UCloud!
Absolute path



File system – absolute/relative paths

Remember: You can write relative paths from your WD(working directory)
ExampleIf your WD is coolProjectls ./datals .. # see content in project



Which of the following statements are correct?
File system – absolute/relative paths

Once a path goes through /home, it cannot go into /faststorage without goingback along the file system tree
/home/username/coolProject can be accessed by all users involved in theproject coolProject
There are two copies of the file human.bam and analysis.R in the filesystem
/faststorage/project/coolProject is inside the storage nodes and should beused to save data



Which paths are correct in the file system in the fig.?
File system – absolute/relative paths

/

/home/username/coolProject

/home/project

/project/coolProject/data/human.bam



Files editors

VS Code
● GUI-based software
● Has the capability to connect to remote servers using the ssh protocol
● Many plug-ins

nano
● Command-line text editor available on most Linux distributions
● Ctrl + X to exit nano

○ It will ask if you want to save the file → type Y (yes)
○ It will ask to confirm the file name → press Enter

vim
● Command-line text editor available on most Linux distributions
● Very advanced (but steep learning curve)
● If you know what this is, you don’t need us to tell you about text editors



Integrated development environment (IDE)

FS

Terminal

Editor
Side bar



Day 1 > HPC setup
Working with files on HPC (FS,nano/vim)
Basic command-line familiarity
Use UCloud interface or SSH session
Stop the job when you are done!

~ 15 min

hds-sandbox.github.io/HPC-lab 

2. FS navigation and text editors

Now is YOUR time!  



• ssh command - note –p for node port
• pdw = /work (Open interface)
• pdw = /home/ucloud (SSH session)
• The symbol * is a wildcard for the file name
• HPC: no trash bin - removed files are lost forever - with no exception (rm)
• Any questions/problems with the commands?

Comments/questions



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



Collect & benchmark
- Availability of large public datasets, such the 1000 Genomes Project, TCGA, GEO…(promoting the open exchange of data and accelerating the pace of scientificdiscovery)
- Public datasets are particularly useful for testing tools and methods, allowingresearchers to validate findings
- Reduce costs and time associated with primary data collection, thus focusingmore on analysis and innovation.
- Public datasets help increase sample size, leading to more robust statisticalpower and improving the generalizability of results
- If collecting your own or collating data in a novel way...



Public datasets

Tool dev Research Teaching

- Scope that maps model
strengths & weaknesses

- Common use / easy
access

- Straightforward setup

- Topical match
- High quality data
- Clear provenance
- Transferability

- Topical match
- Minimal corrections /
preprocessing

- Easy OPEN access
- Multiple use cases

How do I select a dataset from existing resources?



Data resources

Free datasets (cross-disciplinary):
• UCI Machine Learning Repository
• Kaggle
• Papers with Code
• Hugging Face
• Zenodo
Many more open repositories forspecific fields



Data resources



Quick wat to download data or source code.
Any file that can be downloaded in a web browser through a direct link can bedownloaded using curl or wget.
Syntax:
wget [-O new_name] https://some/link/to/a/file
curl [-o new_name] https://some/link/to/a/file

How do we ensure data integrity?

Downloading data

https://some/link/to/a/file
https://some/link/to/a/file


A checksum is a unique value generated from a file's data to verify its integrity.

Cryptographic hashing algorithms: MD5, SHA1, SHA256
If you are collecting large files, ensure to calculate the checksum and compare to theoriginal one.
If you are generating and archiving large datasets, store them with a checksum whichwill help others check if files are corrupted by checking their signature.

Go through the README (before downloading) & check for checksum file.

Checksums

Input data 38eifh09786jhasi



Checksums - example
1. Check README.md
• md5checksum.txt - a file detailing md5 checksums for all files in the top-level directory

MD5 (Alignments_Rel_3570.zip) = f5fa3ff180cc9a0bf292f1f452b9126d
MD5 (Allele_status.txt) = 3d6aef601f01b0e692c1c1d65a29c251
MD5 (Allelelist.txt) = 409841d4635f1d7af20d9a78003494d2
MD5 (hla_prot.fasta) = 7348fbef5ab204f3aca67e91f6c59ed2

2. Verify the file against the checksum
md5sum –-check mymd5checksums.txt
3. Generate the md5 hash & compare to the one you downloaded
md5sum <file>
Tip: ––quiet to not output anything when success

––status stop running is a job failed (useful for complex pipelines)



Day 1 > HPC file transfers
How do you make sure files are notaltered? md5sum, sha256sum
If you have extra time, do the Bonusexercise.
0438hasdf0283nsdf029nf9

Start a new job! Please, don’t forget toable tmux and SSH keys.

~ 15 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

1. File integrity verification



When are checksums important?
• Downloading large public datasets
• Moving files across unstable networks
• Ensuring reproducibility
• Validating long-term storage
• Archiving datasets (we will talk about this tomorrow!)

Comments/questions



Data transfer

SFTP / SCP file transfer

Direct file transfers: (wget, rsync, specific API, …)

Backup your core data and scripts (on and off platform)



Direct file transfer to remote servers



How to establish a secure connection to an HPC?

Download/transfer interactively

Host: login.genome.au.dkUsername, PasswordPort: 22
You might be required to provide additionallogin credentials (2FA)

Pros:
● Easy to use (GUI-based)
● Data synchronization
● Can pause/restart transfer if needed

Cons:
● Not suitable if you want to transfer data between

two remote servers (e.g. two HPC servers)



Cyberduck

Connection panel

Drag and drop between thesepanels to transfer data

Drag or click on the file totransfer data
Transfer progress

FileZilla



You will need to specify your login, and the paths to the original file and thedownload destination.
scp – file/folder (-r) transfer (scp -> scp.exe on Windows)
[local]$ scp –r proj/data login.genome.au.dk:/faststorage/project/HDSSandbox

scp - local to HPC platform

copydirectoriesrecursively(like cp)
The source dir/fileI want to copy(relative to mycurrent dir)

Credentials toaccess the HPC(same as withssh)
A separator

The destination I wanttocopy it into



Transfer a file to the current dir:
scp - HPC platform to local

The source file I want tocopy
The destination I want tocopy it into (relative to mycurrent dir)

[local]$ cd ~/Documents[local]$ scp login.genome.au.dk:/faststorage/project/HDSSandbox/file.txt .

The credentials toaccess the HPC (same aswith ssh)

You can also use absolute paths!



Advantages:
● Works from the command line
● Works similarly to standard cp command
● Can be used to move data between two remote servers:

○ First login to one of the servers with ssh
○ Then use scp from that server to the other (remote) server

Disadvantages:
● Always copies all the files and overwrites them if they already exist (no sync ability)

scp



Rsync - transfer and sync
Content sync (Linux/Mac)
[local]$ rsync –e ssh –avhu ./data/ user_name@login.genome.au.dk:data/

-a: archive-v: verbose-P: progress-z: compress-h: human-readable (numbers)-r: specify the remote shell to use-u: update

Only transfer newfiles The source tosynch
The destination to synch itinto

mailto:user_name@login.genome.au.dk:data


Rsync
Content sync (Linux/Mac)
[local]$ rsync –e ssh –avhu ./data/ user_name@login.genome.au.dk:data/

Only transfer newfiles The source tosynch
The destination to synch itinto

The / in the source path is important!
● If you include / at the end → transfer the contents inside the folder to the destination
● If you don’t → transfer the actual entire folder to the destination

mailto:bartell@login.genome.au.dk:data


Rsync (transfer and sync)
Content sync (Linux/Mac)
[local]$ rsync –e ssh –avhu ./data user_name@login.genome.au.dk:data/

Only transfer newfiles
The source tosynch

The destination to synch itinto
My computer:/Users|_gsd818|_Documents|_data

The HPC filesystem:/data|_ data
This would happen if you didn’t includethe / in source path

mailto:bartell@login.genome.au.dk:data


Rsync - Exercise
[local]$ cd Documents
[local]$ rsync –e ssh –avhu user_name@login.genome.au.dk:data/test data/

The destination

My computer:/Users|_gsd818|_Documents/|_data/|_ file1.txt

My computer:/Users|_gsd818|_Documents/|_data/|_test/

After the transfer…?

A) B)

The HPC filesystem:/data/|_ test/|_ file1.txt

mailto:user_name@login.genome.au.dk:data/test


Rsync - Exercise
[local]$ rsync –e ssh –avhu user_name@login.genome.au.dk:data/test data/

My computer:/Users|_gsd818/|_Documents/ (WD)|_data/|_ file1.txt

My computer:/Users|_gsd818/|_Documents/ (WD)|_data/|_test/

After the transfer…?

A) B)

By excluding the / we are saying: “transfer theentire test folder to data”

mailto:user_name@login.genome.au.dk:data/test


Rsync - Exercise

[local]$ cd Documents
[local]$ rsync –e ssh –avhu user_name@login.genome.au.dk:data/test/ ./

My computer:/Users|_gsd818|_Documents|_data|_test

My computer:/Users|_gsd818|_Documents|_data/|_test

After the transfer…?
A) B) My computer:/Users|_gsd818|_Documents|_data/|_file1.txt

C)

The HPC filesystem:/data/|_ test/|_ file1.txt

My computer:/Users|_gsd818|_Documents|_data|_file1.txt

D)

mailto:user_name@login.genome.au.dk:data/test


Rsync - Exercise
[local]$ cd Documents
[local]$ rsync –e ssh –avhu user_name@login.genome.au.dk:data/test/ ./

My computer:/Users|_gsd818|_Documents|_data|_test

My computer:/Users|_gsd818|_Documents|_data/|_test

After the transfer…?
A) B) My computer:/Users|_gsd818|_Documents|_data/|_file1.txt

C)

The HPC filesystem:/data/|_ test/|_ file1.txt

My computer:/Users|_gsd818|_Documents|_data|_file1.txt

D)

This would happen if youincludedthe /in the source path

mailto:user_name@login.genome.au.dk:data/test


Rsync - transfer and sync
Folder transfer on genomeDK
[local]$ rsync –e ssh –avz ./myfolder user_name@login.genome.au.dk:data/

Folder transfer on UCloud
[local]$ rsync -avP -e "ssh -i ~/.ssh/id_rsa -p <port>" ./myfolderucloud@ssh.cloud.sdu.dk:/work/data/

The destination (/work IS THE WD)

mailto:bartell@login.genome.au.dk:data
mailto:ucloud@ssh.cloud.sdu.dk:/work/data
mailto:ucloud@ssh.cloud.sdu.dk:/work/data


-a → only transfer files that have changed and preserve their timestamps and other properties(ownership, symbolic links, etc.)
-u → in addition, only transfer files if they are newer compared to the destination (avoids overwritingnewer files with older versions by accident)
-h → print file sizes in human format like Mb, Gb, etc.
-v → verbose mode, print some information about what was transferred
--progress → show the progress of file transfer, useful for transferring larger files
-z → compress the data in transit (can save some bandwidth)
💡 Tip:
--dry-run → shows you what files/folders rsync will transfer with your command, but not actually dothe transfer.
Great to make sure you specified your paths and options correctly!

Rsync - options



rsync versatile tool to download/update but also to create backups and versioning!
Advantages:
● Works from the command line
● Can be used to move data between two remote servers (sometimes)
● Much more flexible than scp → can synchronize files saving time and bandwidth
● The option --dry-run allows testing what the command would do before actually running

Disadvantages:
● Many more options can make it a steeper learning curve
● The subtle / at the end of the source path can cause confusion

Rsync - summary

https://linux.die.net/man/1/rsync

https://linux.die.net/man/1/rsync


Day 1 > HPC file transfers
1. Synchronising
2. Transferring data
And learn some more basic bashcommands! Make sure youunderstand what each command does

~ 20 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

2. Sync and transfer with rsync



Everyone has transferred all fastq files to UCloud?

Everyone has now a copy of the day1 folder locally?



Terminal multiplexers - tmux

tmux is a very versatiletool for
- creating andnavigating multiplesessions



tmux

• Start a server with multiple sessions
• Each session containing one or morewindows with multiple terminals (panes)
• Each terminal run simultaneously and beaccessed (attached) or exited from(detached)
• The tmux server keeps running without alogged user



Day 1 > HPC file transfers
Let’s create a tmux session.

~ 10 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

3. Session management using tmux



Problems/Issues/Comments



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configureprojectstructureand tools Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



Configure project and tools

Version control

Folder templates & naming conventions

Managing software (conda, modules, containers…)



• Stores files, branches, commits, and history of a project
• Tracking file versions over time (who/what/when change)

• Manage multiple versions (possible to retrieve any previous state of your project)
• Supports collaboration, enabling multiple developers to work together withoutoverwriting each other’s changes
• Can be cloned to create multiple copies on different machines

Version control



https://www.geeksforgeeks.org/git/what-is-a-git-repository/

Version control



Git-annex: tool for version control large files

Git
• Version control system (software)
• Command-line tool
• Manages different versions of edits

Version control
GitHub/GitLab (etc.)

• Hosting service and collaboration toolsbuilt around git tool
• Hosted on the web
• Provides a graphical interface
• The space to upload a copy of the gitrepository



git init
#Initialize a repo in your project folder
git add filename
#Add filenames or an entire folder to the stagging area (to track changes on files)
git commit –m "Add some files"
#Record changes (of any tracked file) with a message to remember
git push –m "Add some files"
#Transfers/uploads all the commits of the current repository to the remote repository (local -> remote)
git pull -u origin master
#Downloads changes from others and merges them into your current repository (remote -> local)
.gitignore, git merge, git status, git log

Git commands: git [command] [options] [args]



Local repository
• Stored on your own computer or HPC

• There might be multiple copies of the samerepository
• Allows you to make changes, commit themand review your project history (nointernet connection needed)

Types of Git repositories
Remote repository

• Hosted on a server like GitHub, GitLab, orBitbucket
• Enables multiple developers to collaborate onthe same project
• Supports operations like push, pull and fetchto synchronize changes with the local repos
• They can be public (access by anyone), opensource licenses or private (only members haveaccess)



Make an organization page & start version controlling code, large files…
Version control – best practices

 Tracking changes
 Reproducibility
 Collaboration
 Documentation and metadata
 Accessibility
 Data integrity
 Backup



You can use GitHub on most HPCsystems.
You can configure ssh keys to avoidwriting your name and passwordevery time that you push and pullchanges.

GitHub on UCloud Schematic for HPCplatform operations

2 – Maintain code in
version-controlled
repository

Local machine /
dev environment

1 - SSH into
platform to edit
and run code

HPC Platform

DATA

Code repository

SSH
key 1

SSH
key 2



Day 1 – Git & Github
Configure GitHub on UCloud
Add/commit/push some changes
You can create a repo or fork one of ours!
Stop the job! We will be using a differentapp for the next exercise.

~ 10 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

1. Connecting GitHub with UCloud



Problems/Issues/Comments



• Create custom templates using Cookiecutter and share them on GitHub!
• Command line utility

• Very flexible
• Simple, but can do complex things

• Use the same structure across projects
• Good practice: two templates

• Data folders: assays, datasets…
• Project folders: data analyses

Project structure – folder templates



1. Define a directory structure (from scratch or using a template)

2. cookiecutter.json to define variables (e.g., project_name) that can bereferenced in the template

cookiecutter-template/
├── {{ cookiecutter.project_name }}/ <--------- Project template
│ ├── scripts/
│ └── …
├── readme.txt <--------- Non-templated files/dirs
│
└── cookiecutter.json <--------- Prompts & default values

INP
UT



mytemplate/ <---------- Value corresponding to what you enter at the
│ project_name prompt
│ ├── scripts/
│ └── ... <-------- Files corresponding to those in your cookiecutter’s`{{ cookiecutter.project_name }}/` dir

OU
TPU

T
Cookiecutter will read the settings file, prompt the user interactively to enter the valuefor the variables (name of the project, author, date, etc.) and generate an outputdirectory structure



It’s DEMO time!



Data| - Organism.1| | - Raw| | - Processed| | | - Pipeline| | - readme.txt| | - metadata.yml

Project.A| - Code| | - Step.1| | - Step.2| - Data <- symbolic link| - Results| | - Figure.1| | - Models| - Pipeline / Notebooks| - Scratch| - Scripts| readme.txt

• Separate data and data analyses
• Data folder content (raw, processed, etc.)
• Single copy, read-only (symbolic link)
• Downloading datasets using checksum file
• Document the data (non-proprietary formats)
• Use naming conventions, dates, and afolder structure! -> consistency,automation, querying…

Projects

Data

<project><method><description><DDMMYY><vX>.ext

FS – data dir example



Project.A| - Code #backup| | - Step.1| | - Step.2| - Data #symbolic link| - Results #backup| | - Figure.1| | - Table.1| | - Models| - Pipeline #backup| - Scratch| - Scripts #backup| readme.txt

• Save all scripts/pipeline from input
(raw/primary data) to results

• Results: subdirs by file types or analyses?
• Documentation for the project (readme.txt)
• Scratch or temporary folder
• Logs (warnings, errors, resource usage, configurationsettings)

Projects

<project><method><description><DDMMYY><vX>.ext

FS – project dir example



• Remove unused intermediate files (it is filling up the storage!)
• Backup only the established truth of your analysis (initial data and scripts used inthe analysis)
• Restrict access to specific data (only authorised users can access it): chmod -R go-rwx <file or folder>
• Large folders containing unused output files should be zipped (save storage)
• Explore the different HPC storage types available on the server, such as /home,/scratch, /project, and /tmp, each designed for specific use cases.

Backup cost >> storage cost >> computation cost

Extra tips for using HPCs efficiently



/home: personal storage space. Slower read/write performance. Good for sourcecode, small params files and job submission scripts.
/scratch: short-term storage suited to intensive read/write operation on large files (>100MB per file). Nor backed up and periodically purged. Good for checkpoint files,log output from jobs, and other data that can be easily recreated.
/project: larger storage quota (usually in PI’s name). Good for sharing. Suited forlarge, static datasets and files that can be difficult or costly to reacquired or re-generated.
/tmp: temporary, fast, local storage used while a job is running. Delete when jobends.

Backup cost >> storage cost >> computation cost

Common HPC storage types



Integrated development environment (IDE)

FS

Terminal

Editor
Side bar

Visual Studio Code- multi-language support, integrations like fileexplorer, git & terminal, many helper plug-ins!



Day 1 – Project Structure
Start a new job (VS code)
Create your tailored project structure!
If you have extra time, do the Bonusexercise.

~ 15 min
Now is YOUR time!

hds-sandbox.github.io/HPC-lab 



• How does your folder structure look like now?
• Did you successfully create the reports/figures folder?

Problems/Comments



Use consistent order – Decide on a logical sequence for file details(e.g., date, project, version).
Plan for sorting & searching – Choose a filename structure thatmakes files easy to find.
Avoid spaces & special characters – Use underscores (file_name),dashes (file-name), or camel case (FileName).
Use leading zeros for numbers – Ensures proper sorting (001,002, … 100).
Document naming conventions – Record standards in aREADME.txt so others can follow them.

Naming conventions



Regular expressions help enforce structured naming
• Ensure compatibility with workflow managers like Snakemake or Nextflow
• Renaming multiple files: convert S1_R1.fastq, S1_R2.fastq to S001_R1.fastq, S001_R2.fastq
• Validating filenames before workflow execution: ensure all input files match sample_[A-Za-z0-9]+.fastq.gz
• Standardizing workflow intermediate files: match output patterns like step_\d+_result.txt

Filenames must be human-readable and easily parsed by scripts

regex101.com



Day 1 – Project structure
Why? Choosing the right namingconventions…
• Improves searchability & organization
• Reduces errors & enhances reproducibility
• Enables automation & consistency
• Batch-process & standardize files

~ 5 min
Now is YOUR time!

hds-sandbox.github.io/HPC-lab

Naming conventions



Exercise 2, Q1: Which file names should not be used and why?
Grant proposal final.doc
differential_expression_results_clara.csv
sequence_alignment$v1.py
scripts/data_processing_carlo's.py
data/raw_sequences_V#20241111.fasta
data/gene_annotations_20201107.gff
alpha~1.0/beta~2.0/reg_2024-05-98.tsv
alpha=1.0/beta=2.0/reg_2024-05-98.tsv
run_pipeline:20241203.sh



Solution 2, Q1: Which file names should not be used and why?
A. Grant proposal final.doc
B. differential_expression_results_clara.csv
C. sequence_alignment$v1.py
D. scripts/data_processing_carlo's.py
E. data/raw_sequences_V#20241111.fasta
F. data/gene_annotations_20201107.gff
G. alpha~1.0/beta~2.0/reg_2024-05-98.tsv
H. alpha=1.0/beta=2.0/reg_2024-05-98.tsv
I. run_pipeline:20241203.sh



Exercise 2, Q2: Which file names are more readable?
1a. forecast2000122420240724.tsv
1b. forecast_2000-12-24_2024-07-24.tsv
1c. forecast_2000_12_24_2024_07_24.tsv
2a. 01_data_preprocessing.R
2b. 1_data_preProcessing.R
2c. 01_d4t4_pr3processing.R
3a. B1_2024-12-12_cond~pH7_rep2.fastq
3b. B1.20241212.pH7.rep2.fastq
3c. b1_2024-12-12_c0nd~pH7_r3p2.fastq



Solution 2, Q2: Which file names are more readable?
1a. forecast2000122420240724.tsv
1b. forecast_2000-12-24_2024-07-24.tsv: easier for human & machine, “_” separates dates, “-”separates within time information (year/month/day)
1c. forecast_2000_12_24_2024_07_24.tsv
2a. 01_data_preprocessing.R: start with 0 for sorting, consistently with upper/lower case and the use ofseparators (“_”)!!
2b. 1_data_preProcessing.R
2c. 01_d4t4_pr3processing.R
3a. B1_2024-12-12_temp~37C_rep2.fastq: indicates variable temperature is set to 37 Celsius(temperature could be negative ”-” and is better used to separate values in time)
3b. B1.20241212.37C.rep2.fastq
3c. b1_2024-12-12_t3mp~37C_r3p2.fastq



Containerization Virtual
environments

Package &
environment
managers

Managing software
HPC-pipes



> install.packages("BiocManager")> BiocManager::install("DESeq2")

> apt-get install bwa

> yum install python-h5py

> pip install cookiecutter

> cpan –i bioperl

> ./configure –-prefix=/usr/local
> make
> make install

Software installation isheterogeneous

Managing software



A virtual environment isolates packages/software sodifferent projects can use different versions withoutconflicts.
Package managers handle installation, dependencyresolution, updates, and removal.
Dependencies are additional material(software/library) that a software requires forinstallation and operation.

Managing software – main concepts

Env 1 Env 2

Root installation (OS)

Python 3.6 Python 3.9

Packagemanager

NumPy 1.15
scikit-learn 0.20

NumPy 2.1
TensorFlow 2.0



An environment is a directory with a specific set ofinstalled packages and tools.
Changes made in one environment won’t impact theothers.
The user can manually build separate environmentswith version conflict and/or circular dependencyconflicts
You can easily activate or deactivate environments toswitch between them.

Managing software - environments

Env 1 Env 2

Root installation (OS)

Python 3.6 Python 3.9

Packagemanager

NumPy 1.15
scikit-learn 0.20

NumPy 2.1
TensorFlow 2.0



Isolated software environments

Packaging Containerization
automates the process ofdownloading, installingand configuring softwaretools and theirdependencies

allows software tools,dependencies, system tools,system libraries and settingsto be distributed and used ina platform-independentmanner

Package manager Container

Local installations
User

Maintenance



Isolated softwareenvironments

Local installations
User

Maintenance Reproducibility

Packaging Containerization
automates the process ofdownloading, installingand configuring softwaretools and theirdependencies

allows software tools,dependencies, system tools,system libraries and settingsto be distributed and used ina platform-independentmanner

Package manager Container



Addressing the challenges using isolated software environments

Local installations
User

Maintenance Reproducibility

Packaging Containerization
automates the processof downloading,installing and

allows software tools,dependencies, system tools,system libraries and settings tobe distributed and used in aplatform-independent manner

Package manager Container

RDM
What happens if the program versions aren’t available in2/5/10 years? (Containerization!)



Check platform documentation for where admin prefer you to install tools withinyour user directories / file system or if they’ll install for you!
• Choose virtual environments, package managers or containers to manage software,package and dependencies
• One for each project! Isolate the project dependencies
• Document your environment setup
• Test the environment reproducibility
• Version control your environment configuration files
• Share reproducible environments with collaborators

Best practices - reproducible envs



Best practices - reproducible envs

What isreproduced? Graphical Command-line

Software & versions

Entire computationalenvironment

Interaction style

Multi-language Language-specific

InteroperabilityReproducibility



Package managers automate the process of installing, updating, configuring, andremoving software packages
• Language-Specific: Some package managers are tailored to a specific programminglanguage (e.g., pip for Python, CRAN for R).
• Multi-Language Support: Others, like Conda, support multiple languages andsimplify dependency management across different platforms (Windows, macOS,Linux).

Package managers come in many flavours…



Name Initial
release

No. of
tools Type Administrator

permissions Licensing System requirements

CRAN (https://cran.r-
project.org/index.html) 1997 18,660 Centralized No GNU GPL CRAN is exclusively an R package manager, it

requires R to be installed on the user’s system

APT
(https://wiki.debian.org/Apt) 1998 60,000 Centralized Yes GNU GPL 2+ For Debian based Linux systems

YUM (http://yum.baseurl.org/) 1999 — Centralized Yes GNU GPL 2 For Red Hat based Linux systems

Bioconductor
(https://www.bioconductor.or) 2001 2,083 Centralized No Open source Bioconductor is exclusively an R package

manager for genomic analysis

pip (https://pypi.org/project/pip/) 2008 348,149 Centralized No MIT License pip is exclusively a python package manager
Homebrew

(https://docs.brew.sh/Homebrew
-on-Linux)

2009 5,916 Centralized No
BSD 2-Clause
Simplified
License

Used mainly for macOS systems, but also works
for Linux systems

EasyBuild (https://easybuilders.
github.io/easybuild/) 2012 2,575 Both No GNU GPL 2 HPC environment

Conda (https://conda.io) 2012 2,587 Centralized No 3-clause BSD
license

For Windows, macOS and Linux, and for any
programming languages

GNU
Guix (https://www.gnu.org/softw

are/guix/)
2013 19,729 Distributed Yes GNU AGPL HPC environment

Spack (https://spack.io) 2013 6,139 Distributed No MIT License or
Apache License HPC environment

https://nature.com/articles/s41596-024-00986-0

https://wiki.debian.org/Apt
https://wiki.debian.org/Apt
https://wiki.debian.org/Apt
http://yum.baseurl.org/
https://docs.brew.sh/Homebrew-on-Linux
https://docs.brew.sh/Homebrew-on-Linux
https://docs.brew.sh/Homebrew-on-Linux
https://conda.io/


Cross-platform compatibility and programming language agnostic.
Easily install packages from a vast archive with a single command, eliminatingconcerns about compilers, dependencies, and binary locations.

Managing software – conda. WHY?

https://anaconda.org/anaconda/repo

Search for the package youneed (thousands ofpackages available)



• Every app comes with its pre-defined installed software on UCloud
• The Terminal app has no preinstalled (bio)software
• Use modules (lmod) package and eb (easybuild)
• You can install and manage your software and its dependencies using virtualenvironments (conda)

Managing software - UCloud



List all software available:
[user@frontend ~]$ module list
Search for a particular package
[user@frontend ~]$ module avail 2>&1 | grep -i bowtie
Use a particular version of the software
[user@frontend ~]$ module load GCCcore/10.2.0
[user@frontend ~]$ module load bowtie2-2.3.1
Unload software
[user@frontend ~]$ module unload bowtie2-2.3.1
[user@frontend ~]$ module purge #unloads everything
The module packages adds software to the user’s PATH

Managing software - modules



#!/bin/bash
#SBATCH -N 1 -n 64
#SBATCH -p fat
#SBATCH -t 01:00:00
module purge
module load <list_of_modules>
# Add below some commands depending on the modules

Modules

Remember to include the module load commandin your SLURM submission script for eachpackage you want to use



• Ready and easy to use - no setup time
• No need to worry about installationdependencies, etc. HPC admins takecare of this for you
• Software is compiled in an optimalway for the specific hardware of theHPC (may often increase speed andefficiency of the software)

• If a software/version is not available,need to request it from the HPCadmins, which may take some time.

Advantages Limitations



Managing software - UCloud

Python 2.7NumPy 1.15scikit-learn 0.20
Python 3.12NumPy 1.26TensorFlow 2.0

Environment 1 Environment 2
Conda environments

Python 3.7R 4.4

Systemenvironment



Conda is a package manager with virtual environment functionality!
• easy to use and understand
• can handle quite big environments
• environments are easily shareable
• a large archive (Anaconda) of packages
• active community of people archiving their packages on Anaconda

Managing software -conda



Package management
• Install packages on a host without adminprivileges.
• Each environment is installed locally andisolated from others.
Package installation
• conda assembles the dependency trees ofrequested packages to find all compatibledependencies versions (on the edges).

conda



Project reproducibility
• Ensure projects are self-contained andreproducible by capturing all packagedependencies in a single requirements file.
• Resolve dependency issues by allowingdifferent versions of a package for differentprojects.

How does conda work?
channels:

- conda-forge
- nodefaults

dependencies:
- pandas==0.20.3
- statsmodels==0.8.0
- r-dplyr==0.7.0
- r-base==3.4.1
- python==3.6.0

myenv_1.yml



Create new environment
> conda create --name mynewenv> conda create --prefix /path/to/env/mynewenv
Activate my environment
> conda activate mynewenv
Install software

> mamba install -c conda-forge -c bioconda snakemake
Leave an environment
> conda deactivate
Remove environment perm
> conda env remove –n mynewenv

How can I add & use a new environment?

Dirs of the active
environment’s executable files
are added to the system path
(== easy access).



An environment is a folder, which contains all installed packages and otherconfigurations and utilities.

Summary of my environments

List all available environments
gsd818@SUN1016678 ~ % conda env list

> # conda environments
> #
> Base /home/username/miniconda3/
> myenv * /home/username/miniconda3/envs/myenv

Active env

gsd818@SUN1016678 ~ % conda list <PKG>



The software installation “recipes” used by conda are maintained by largecommunities of software developers. These communities are organised by channels,i.e. software repositories.
• Conda-forge: for scientific computing software
• Bioconda: for bioinformatics software (>8000 packages)

Popular channels



Bioconda is a community-enabled repository of 3,000+ bioinformatics packages,installable via the conda package manager.
Note: bioconda is not available for windows systems

Add channels:
> conda config --append channels bioconda
> conda config --append channels conda-forge
> conda config --append channels r
> conda config --append channels genomedk

Append relevant channels



checks if the value already existsand only adds it if it’s not present.
Avoids duplication
Faster for regular updates

simply adds the value at the end ofthe list without checking forduplicates.
Prioritizing channels: channel isadded at the end of the list, giving ita lower priority (regardless if itexists)
Debugging

conda config --add conda config --append



List out all the installed packages in the currently active environment:
> conda list
Search for all available versions of a certain package
> conda search samtools
Specify the version to install
> conda install samtools=1.9
> conda update
> conda remove

Install specific package’s version



• Same HPC platform (sharing OS and architecture)
• Quickly install and manage software
• Projects are relatively simple and do not require complex isolation
• To conduct repetitive data analyses using a pipeline

When to use a Package Manager?

Conda cheat sheet

https://docs.conda.io/projects/conda/en/4.6.0/_downloads/52a95608c49671267e40c689e0bc00ca/conda-cheatsheet.pdf


Advantages
Easily search for packages in a centralisedrepository/registry (e.g., Bioconda)
Do not require administrative privileges toinstall software & manage dependenciesautomatically
Can encapsulate different software version inenvironments
Allow recreation of the environment on othersystems

Not every software is available through Conda
Cannot address complex dependency conflicts(circular dependency and version conflict)
Can take a lot of space (tip: run conda clean toremove unused and cached packages)
Reproducibility: some packages may havedifferent versions or may not be available onother operating systems and architectures.

Limitations



New virtual environment and package manager
An upgrade of Conda in speed and stability
Can install the same packages as conda
Easily switch between Conda and Pixi using YAML files

> pixi add rstudio-desktop jupyterlab r-ggplot2 r-dplyr pandas
pixi.toml contains info pixi uses to create the environment

Pixi



Day 2 – Managing software

~ 15 min
Now is YOUR time!

hds-sandbox.github.io/HPC-lab

conda



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



• Always test before scaling. Run small, uncoupled tests before a big job
• Benchmark cores, memory, and runtime (optimize!)

• Identify scaling limits
• Plot runtime vs. number of cores to identify the saturation point

• Make scripts reproducible and parameterized
• No hardcoding paths: inputs, outputs, and resources (e.g., paths, threads, memory) should bepassed as arguments
• Use package managers and/or containers to import software

Managing computation (1)



• Validate output on small data before scaling. Submit one job as a test and make sureeverything works as expected before submitted a large number of jobs.
• Log resource usage inside the job (e.g., time, memory snapshots)
• Make your code style and formatting consistent
• Test failure scenarios (e.g., what happens if job stops halfway?)

Write programs/code for people, not computers

Managing computation (2)

InteroperabilityScalable Reproducibility



What can go wrong?
A small bug in a script can waste tons of computational resources. Imagine processing 1000
samples where each sample requires 4 hours on a single CPU core. Even with 4 cores
running in parallel, the analysis could still take more than a month.

Now imagine waiting days in the queue only for the job to fail within seconds because of a typo,
incorrect parameter, a wrong reference file or a broken path.

This can be extremely frustrating and waste both time and resources.

Test before scaling
Remember you (or someone else) are generally charged for usage on HPC

Use resources efficiently



• Annotate your pipelines and comment your code
• Version control your code and pipelines
• Make your source code accessible (GitHub, GitLab…)
• Parameterize your pipelines (flexible and reusable)
• Write pipelines using workflow mgmt. systems to streamline and automate varioussteps in your data analyses (Snakemake, Nextflow, etc.)

Best practices: reproducible data analyses

InteroperabilityScalable Reproducibility

HPC-pipes



Reproducibility
Parallelisation

Community-curated analysis pipelines (sequences of benchmarked tools)
Common languages & styles
Well-documented, validated, portable and highly optimised
Work on any computational infrastructure
Open source
Starter template

Best practices: community-curated workflows



Collaboration

Notebooks
GitHub pages for docs(i.e. Quarto/MkDocs)
Integrate:
• Text
• Code (including R Markdown& Jupyter Notebooks)
• Visualizations

Best practices: analysis reports



Metadata field Convention Example
assay_type - ChIP-seq

owner <Initials> JARH
creation_date <YYYYMMDD> 20231108
platform - Illumina
organism <Genus species> Homo sapiens
nsamples <integer> 9

READMEs & metadata
• Include all necessary information to reproduce anexperiment/analysis
• Cookiecutter template compels consistent metadatarecording == standardization (variables)
• Package the metadata with the data itself
• Use ontology online services

# README.md

## General info
This folder contains…

## Aims

## Organization
Folder structure,
abbreviations,
file formats

Data| - Organism.1
| | - Raw
| | - Processed
| | - readme.txt

File naming convention:
<AAA>_<BBB>_<YYMMDD>.ext

## Data
Variables and content
Data collection or re-use

Documentation



Data context and content

Without metadata With metadata

Document for future use. This applies to code, software, data…



Discuss how a README.mdconveys key details about theproject and how would youstructure your own

~ 5 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

Documentation



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



SLURM is the software that manages the job queue:
• decides when each jobs runs, depending on the availability of compute nodes andthe resources requested for that job
• Queue position depends on account priority and requested resources (the moreCPUs/memory/time you ask for, the further back in the queue you start)

• Benchmark – request what you need!
• Your “queue position” improves the longer you are in the queue (so that iteventually gets scheduled)

Job submission



1. Write your commands in a shell script
2. Configure your job options using #SBATCH directives
3. Use $SLURM_* environment variables to further customise your commands
4. Test your code by requesting a terminal on a compute node using srun/salloc(interactive jobs)

• salloc: allocated resources, gives you a shell to run commands
• srun: simultaneously requests the allocation and subsequent launch of tasks, processes, orparallel applications

Job submission workflow



Single computer environment (interactive use):

HPC (using scheduler):

Running jobs on an HPC

$ sbatch RESOURCE_REQUEST mapping.sh$ squeueJOBID PARTITION NAME USER ST TIME NODES NODELIST2048 highmem mapping ht123 R 0:02 1 highmem-node01

$ bowtie2 –x ref_index -1 reads_1.fastq -2 reads_2.fastq



Best practices: HPC usage

• Request only the resources you actually need
• Avoid submitting large numbers of jobs at once without throttling

How do I find how
much memory my job

has used?How do I avoid over-
allocation?



Optimize your jobs for CPU and time usage
• Analyze resource usage: sacct <jobid>
• Increase #nodes while keeping the same problem size (if/when it doesn’t havea very significant effect, reduce again)
• Start with a small memory allocation, checking the actual usage, then adjustingthe memory allocation for subsequent runs

Best practices: HPC usage (1)



• Job priority – be nice to your fellow users (nice)
• Choose the node type or cluster queue (if applicable)

• Create universal and software-specific submission scripts (but never samplespecific)
• Use scratch directories for temporary files (or cleanup after job completion)

Best practices : HPC usage (2)

#SBATCH --constraint=hm1 UCloudhm1: huge memory, I/O-heavyhm3: CPU-heavy tasks, fastest runtime



Run multiple jobs (e.g. samples) in parallel
• Build up dependency chains

• Control number of running jobs via job array

• Using workflow systems
Logging: specify the location for standard output and error

Best practices: HPC usage (3)

sbatch --array=1-10 step1.sh

#SBATCH --output=logs/%x_%j.out#SBATCH --error=logs/%x_%j.err

job1=$sbatch step1.sh | awk '{print $4}’)
sbatch --dependency=afterok:$job1 step2.sh

%x → job name%j → job ID

Print jobID--parsable



Terminal output is stored in log files std.err & or std.out depending on your setup
Log file stores info from your run:
• tool/job exit status
• faults, errors, failures, and abnormal events
• job parameters, allocated resources and resource utilization >> ‘benchmark.txt’
Tools may also provide output logs that can be written to text files (bash scripting)

python analysis.py > output.log 2> error.log
&>: saves all output

Best practice: logging (in general)



Logging - example
> cat align.sh-45668367.out
Looking to launch executable "/home/samuele/miniconda3/envs/gwf_workshop/bin/bwa-mem2.avx2", simd = .avx2
Launching executable "/home/samuele/miniconda3/envs/gwf_workshop/bin/bwa-mem2.avx2"
[bwa_index] Pack FASTA... 1.02 sec
* Entering FMI_search
init ticks = 17879756192
ref seq len = 486398746
binary seq ticks = 7924387248
build suffix-array ticks = 125574135569
ref_seq_len = 486398746
count = 0, 144839395, 243199373, 341559351, 486398746
BWT[207461114] = 4
CP_SHIFT = 6, CP_MASK = 63
sizeof CP_OCC = 64
pos: 60799844, ref_seq_len__: 60799843
max_occ_ind = 7599980
build fm-index ticks = 32653281302
Total time taken: 79.5864
Looking to launch executable "/home/samuele/miniconda3/envs/gwf_workshop/bin/bwa-mem2.avx2", simd = .avx2
Launching executable "/home/samuele/miniconda3/envs/gwf_workshop/bin/bwa-mem2.avx2"
ERROR: unknown command '-t'
[W::hts_set_opt] Cannot change block size for this format
samtools sort: failed to read header from "-"



• UCloud automatically outputs stdout.txt for each job run through an app
• It also provides a .json of input job parameters

Logging on UCloud apps



Start a Terminal app job, followingthe configs on the website!

~ 1 min

hds-sandbox.github.io/HPC-lab 

SLURM jobs



sbatch: submit a shell script to the queue
squeue: see all the jobs in the queue
squeue -u USERNAME: see your jobs only
scancel JOBID: cancel the job with the specified ID
scancel -u USERNAME: cancel all your jobs

Commands on job monitoring in a few slides

SLURM - key commands



Submit job
[user@frontend ~]$ sbatch mapping.sh
You can add additional options, or to override options specified in the job script usingdirectives
[user@frontend ~]$ sbatch --time 4:00:00 mapping.sh

> man sbatch

SLURM – job submission example

Directive



--time, -t: Set wall time (keep it low → faster scheduling)
--nodes,N: Number of nodes (use ranges like 2-4 for flexibility)
--ntasks-per-node: MPI processes per node (e.g., 1 per core)
--mem-per-cpu: Memory per CPU (request only what you need)
--account, -A: Billing account (only needed if multiple projects)
--exclusive: Reserve full node (charged for entire node)
--output, -o: batch script’s standard error
--error, -e: batch script’s standard error
--requeue: Auto-restart if preempted or fails
--job-name, -J: Custom job name (visible in queue)

SLURM - directives



#!/bin/bash
#SBATCH –-job-name mapping
#SBATCH --nodes 1 # nodes
#SBATCH --ntasks-per-node 1 # cores per node
#SBATCH --time 2:00:00 # max time (HH:MM:SS)
#SBATCH --output=logs/%x_%j.out
#SBATCH --error=logs/%x_%j.err

module load bowtie2
bowtie2 –x ref_index -1 reads_1.fastq -2 reads_2.fastq

SLURM – example mapping.sh

# Include your jobsubmission details as#SBATCH

# Load required modules (or activate env)
# Command/script youwant to run

mapping.sh



#!/bin/bash
#SBATCH --job-name=myjob
#SBATCH --output=myjob.out
#SBATCH --error=myjob.err
#SBATCH --ntasks=1
#SBATCH --cpus-per-task=4
#SBATCH --mem-per-cpu=8G # memory per cpu-core
#SBATCH --time=01:00:00
#SBATCH --mail-type=begin # send email when job begins
#SBATCH --mail-type=end # send email when job ends
#SBATCH --mail-type=fail # send email if job fails
#SBATCH --mail-user=your mail address
export TMPDIR=/scratch/ # Set up your temp dir (if necessary)
mycommand

SLURM – example myscript.sh



Submit job as is
sbatch myscript.sh

Override the options in the job script. Use the gpuqueue queue instead and request 1GPUresource
sbatch --partition=gpuqueue --gres=gpu:1 myscript.sh

SLURM – example myscript.sh



Supports the same functions as Slurm, just with different commands!
• Slurm: job starts in submission directory by default (sbatch)
• Torque/PBS: often starts in /home/login directory unless changed manually (qsub)

Portable Batch System -Computerome

#PBS -W group_list=<group>#PBS -A <account>#PBS -l nodes=1:ppn=40,mem=120g,walltime=01:00:00#PBS -j myjob#PBS -o job.out#PBS -e job.err
mycommand

Use qstat, checkjob, and showq to monitor job state.
https://computerome.dk/wiki/user-guide#submit-jobs-to-hpc-cluster

https://computerome.dk/wiki/user-guide#submit-jobs-to-hpc-cluster


• Useful to run non-repetitive tasks interactively
• Jobs limited in time
• Once you exit the job, anything running inside will stop
Examples:
• Testing/writing code
• Compress/decrompressing files
• Opening Rstudio/Jupyterlab (e.g. plotting)

You will need to specify the memory and cores usage, and the time. Wait in the queueuntil your resources have been allocated.

Best practices: Interactive jobs



Interactive jobs
• Run commands directly on allocatedcompute resources from an activeterminal
• Provide realtime output andimmediate interaction
• Best for testing and debugging
• Usually require you to stayconnected/logged in (tmux)

Batch jobs
• Run computations through a submittedjob script
• Execute independently without activeuser interaction
• Well suited for long-running or parallelworkloads
• Output is typically written to log files,making debugging less interactive

Jobs comparison



Request 2 CPUs, 4 GB and 1h walltime, use the following command:
srun --cpus-per-task=2 --mem=4G --time=1:00:00 --pty bash
When the compute node is allocated, you will be logged in to the node with a bashshell. You can run your commands here as you would in a terminal.
DO kill interactive jobs when you've finished with them (exit)

Interactive jobs – How to?



Submitting large quantities of jobs and/or submitting jobs with long runtimes mayoccupy resources for hours and days. Be mindful of other users in the cluster!
Running multiple jobs (e.g. samples):

Running jobs in parallel

Input

CPUs

Output

1 input file, 5h100 files, ~21 days
1 input file, 5h100 files, ~4 days runningserially

Does the software support multi-threading?



• Parallel programming allows applications to take advantage of parallel hardware
• The queuing system facilitates executing parallel tasks
• Performance improvements from parallel execution do not scale linearly

• One way of predicting improvements in execution time of a fixed workload:Amdahl’s Law

Parallel programming

https://carpentries-incubator.github.io/hpc-intro/17-parallel.html

S 𝑡𝑛 = 𝑡1
𝑡𝑛Speedup factor (S)

Not all the work can be performed in parallel,some of the processing/calculations will be serial

https://en.wikipedia.org/wiki/Amdahl's_law
https://en.wikipedia.org/wiki/Amdahl's_law


In practice, it’s common to evaluate the parallelism of an MPI program by
• running the program across a range of CPU counts,
• recording the execution time on each run,
• comparing each execution time to the time when using a single CPU.

If you want to learn more, I would recommend to read “HPC parallelism for novices”
https://www.hpc-carpentry.org/hpc-parallel-novice/

Parallel programming

https://carpentries-incubator.github.io/hpc-intro/17-parallel.html

The Message Passing Interface (MPI) is a set of tools which
allow multiple tasks running simultaneously to communicate with
each other



Parallel programming

https://carpentries-incubator.github.io/hpc-intro/17-parallel.html

# of CPUs Runtime (sec) Speedup

1 33.326056 1

4 13.579746 2.45

8 9.514393 3.5

S 𝑡𝑛 = 𝑡1
𝑡𝑛

Speedup factor (S) When would S = n?



Linear pipeline where each script depends on the output of aprevious script:

Job dependencies - afterok

step1.sh → step2.sh → step3.sh

step1.sh step2.sh step3.sh

output3.txtoutput2.txtoutput1.txt

IF
successful

IF
successful



job1=$(sbatch --parsable step1.sh)
job2=$(sbatch --dependency=afterok:$job1 --parsable step2.sh)
sbatch --dependency=afterok:$job2 step3.sh

Linear pipeline where each script depends on the output of aprevious script:

> bash mypipeline.sh

Job dependencies - afterok

mypipeline.sh
# capture JOBID into a variable



Other types of job dependencies (e.g.: afternotok starts the job only if another jobfails or singleton use for tasks with multiple dependencies)

Job dependencies

step1.sh step2.sh

step3.sh

output3.txt

output2.txtoutput1.txt



Job submission is quite fast and the job array is handled by SLURM as one, while eachindividual job is handled independently
All parameters (–cpus-per-task, –mem-per-cpu, –time, etc.) will be set for everyindividual job running (limitation)
Monitor the progress of the batch array:
sacct -j <jobid> \

--format=JobID,JobName,Partition,AllocCPUs,State,ExitCode,Elapsed

Job arrays



#!/bin/bash
#SBATCH --job-name=myjob
#SBATCH --output=myjob.%A.%a.out
#SBATCH --error=myjob.%A.%a.err
#SBATCH --array=1-10%3 # a range of indices (1-10, max 3 parallel)
#SBATCH --time=00:10:00
#SBATCH --ntasks=1
#SBATCH --cpus-per-task=4
#SBATCH --mem-per-cpu=10
echo "Processing input file input_${SLURM_ARRAY_TASK_ID}.txt"
python process.py input_${SLURM_ARRAY_TASK_ID}.txt

Job arrays - job submission example 1

environment variable

%A: array job ID (for the whole array)%a: array task ID



3 jobs in parallel
Job arrays - job submission (2)

SLURM_ARRAY_TASK_ID = 1

4 cores
Processing input file input_1.txt…
myjob.12345.1.out
Running on: node-hm1

SLURM_ARRAY_TASK_ID = 2

4 cores
Processing input file input_2.txt…
myjob.12345.2.out
Running on: node-hm2

SLURM_ARRAY_TASK_ID = 3

4 cores
Processing input file input_3.txt…
myjob.12345.3.out
Running on: node-hm1

%A: array job ID (for the whole array)%a: array task ID



Input sample sheet (e.g. CSV)
#SBATCH -a 2-3#SBATCH#...

SAMPLE=$(head -n $SLURM_ARRAY_TASK_ID samplesheet.csv | tail -n1 | cut -d "," -f1)INPUT=$(head -n $SLURM_ARRAY_TASK_ID samplesheet.csv | tail -n1 | cut -d "," -f2)

mycommand --input ${INPUT} --output results/${SAMPLE}.out

Job arrays – example 2
sample,inputpatient1,data/XYZ10231.fqpatient2,data/XYZ19381.fq

# Include job submission details



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



$ squeue -u your_username # all jobs submitted by you
$ squeue -j job_id # status of one job
$ jobinfo job_id
$ scontrol show job # detailed job info
$ sacct –u your_username # summary of completed jobs
$ sacct -j <id> --format=JobID,JobName,Partition,AllocCPUs,State,ExitCode,Elapsed # jobarrays

Monitor using scheduler - jobs
$ sbatch RESOURCE_REQUEST mapping.sh$ squeueJOBID PARTITION NAME USER ST TIME NODES NODELIST2048 highmem mapping ht123 R 0:02 1 highmem-node01



sinfo –p <partition-name>
sinfo -N <node_name>

Monitor using scheduler – node



scancel JOBID1,JOBID2,JOBID3 # multiple
scancel -u USERNAME # all submitted by user
scancel 123456 # cancel jobID of the array (entire array)
scancel --partition=PARTITION_NAME # all running on specific partition
scancel --nodelist=NODE_NAME

Cancelling jobs



My job has failed and
I want to know why...Make sure you run your job using a standard error orstandard output

• Check logging or debug print (look for error messages)
• Is the number of files written what you expected? Are youmissing any results?
• Do their type/extension, size, timestamp all make sense?
• Do the first few lines of output files look sensible?

Checking output



• Library/module errors, command not found
• File/path issues (no such file/dir (wd), permissions…)
• Walltime exceeded: job killed after reaching LSF run time limit(TIMEOUT, TIMELIMIT).
• Our of memory: job killed after reaching LSF memory usage limit(MEMLIMIT). You have not requested sufficient memory for your job

Rerun on small dataset

Common errors
My job has failed and
I want to know why...



Time for a quiz!

~ 5 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

SLURM jobs



Job config settigns



Problems/Issues/Comments
• Any FAILED jobs?
srun --cpus-per-task=1 --mem=1G --time=00:01:00 --pty bash



For complex pipelines using dedicated workflow management systems such asSnakemake or Nextflow may be more suitable.

Workflow/pipeline? A series of programmatic steps to transform raw data intoprocessed results, figures, and insights.
Workflow managers are the tools that orchestrate the processes, dependencies,deployment and tracking of large bioinformatics pipelines

Bioinformatics workflows



INPUT OUTPUT
TASK 1 TASK 2 TASK 3 TASK 4

Bioinformatics workflows



INPUT OUTPUT

FASTQ ALIGNED
READSQualitycontrol Trimming Indexing

TASK 1 TASK 2 TASK 3 TASK 4

Aligning

Intermediate files Intermediate files Intermediate files

Several software are needed to generate the desired output
FastQC Trimmomatic BWA SAMtools

Bioinformatics workflows



Let me do this by hand…

Bioinformatics workflows



#!/bin/bash#SBATCH --job-name=trim#SBATCH --output=logs/trim_%A_%a.out#SBATCH --error=logs/trim_%A_%a.err#SBATCH --time=04:00:00#SBATCH --cpus-per-task=8#SBATCH --mem=16G#SBATCH --array=1-100%10 # adjust after countingsamples

module load fastqc trimmomatic
INPUT_DIR="/path/to/fastq"INT="/path/to/intermediate"mkdir -p "$ INT" logs
SAMPLES=$(sed -n "${SLURM_ARRAY_TASK_ID}p" \samples.tsv)echo "Processing sample: $SAMPLES"
# FastQCfastqc ${INPUT_DIR}/${SAMPLES}_R1.fastq.gz \${INPUT_DIR}/${SAMPLES}_R2.fastq.gz \-o ${INT}/fastqc
# Trimmingtrimmomatic PE -threads 8 \${INPUT_DIR}/${SAMPLES}_R1.fastq.gz \${INPUT_DIR}/${SAMPLES}_R2.fastq.gz \${INT}/${SAMPLES}_R1_paired.fq.gz \${INT}/${SAMPLES}_R1_unpaired.fq.gz \${INT}/${SAMPLES}_R2_paired.fq.gz \${INT}/${SAMPLES}_R2_unpaired.fq.gz \SLIDINGWINDOW:4:20 MINLEN:50

#!/bin/bash#SBATCH --job-name=align#SBATCH --output=logs/align_%A_%a.out#SBATCH --error=logs/align_%A_%a.err#SBATCH --time=06:00:00#SBATCH --cpus-per-task=8#SBATCH --mem=32G#SBATCH --array=1-100%10
set -euo pipefail
module load bwa samtools
INPUTDIR="/path/to/intermediate"REF="/path/to/reference/genome.fa"OUT="/path/to/intermediate"
SAMPLE=$(sed -n "${SLURM_ARRAY_TASK_ID}p" \samples.tsv)
echo "Aligning $SAMPLE"
bwa mem -t 8 $REF \${INPUTDIR}/${SAMPLE}_R1_paired.fq.gz \${INPUTDIR}/${SAMPLE}_R2_paired.fq.gz \> ${OUT}/${SAMPLE}.sam

#!/bin/bash#SBATCH --job-name=bam#SBATCH --output=logs/bam_%A_%a.out#SBATCH --error=logs/bam_%A_%a.err#SBATCH --time=04:00:00#SBATCH --cpus-per-task=4#SBATCH --mem=16G#SBATCH --array=1-100%10
set -euo pipefail
module load samtools
INT="/path/to/intermediate"ODIR="/path/to/final"
mkdir -p "$FINAL"
SAMPLE=$(sed -n "${SLURM_ARRAY_TASK_ID}p" \samples.tsv)
echo "Processing BAM for $SAMPLE"
samtools view -bS ${INT}/${SAMPLE}.sam | \samtools sort -o ${ODIR}/${SAMPLE}.sorted.bam
samtools index ${ODIR}/${SAMPLE}.sorted.bam

01_trim.sbatch 02_align.sbatch 03_bam.sbatch



Let me do this by hand…

#!/bin/bash
j1=$(sbatch --parsable 01_trim.sbatch)j2=$(sbatch --parsable \--dependency=afterok:$j1 02_align.sbatch)sbatch --dependency=afterok:$j2 03_bam.sbatch

alignPipeline.sh
./alignPipeline.sh

# Make file executablechmod a+x <filename>.sh
Bioinformatics workflows



Dataset 1FASTQ ALIGNEDREADSQualitycontrol Trimming IndexingAligning

Dataset 2INPUT Dataset 3INPUT Dataset 4INPUT Dataset NINPUTDataset 5INPUT

Now apply the same analysis to new data…

Intermediate filesIntermediate filesIntermediate filesIntermediate filesIntermediate files

Intermediate filesIntermediate filesIntermediate filesIntermediate filesIntermediate files

Intermediate filesIntermediate filesIntermediate filesIntermediate filesIntermediate files



Wait, why don’t we test different software mapping tools?

Dataset 1FASTQ ALIGNEDREADSQualitycontrol Trimming Indexing

Dataset 2INPUT Dataset 3INPUT Dataset 4INPUT Dataset NINPUTDataset 5INPUT

IntermediatefilesIntermediatefilesIntermediatefilesIntermediatefilesIntermediatefiles

IntermediatefilesIntermediatefilesIntermediatefilesIntermediatefilesIntermediatefiles

IntermediatefilesIntermediatefilesIntermediatefilesIntermediatefilesIntermediatefiles

?

BOWTIE2 VG MOSAIKBWA



Execution without manual intervention

Specifyinput files Generateoutput files

FASTQ ALIGNEDREADSQualitycontrol Trimming IndexingAligning

WORKFLOW

HPC-pipes

Choose the pipeline that
does the work for you! (or
define them yourself)

Workflow Management Systems



HPC, transfers, login nodes, andmore!

~ 5 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

Final Quiz



Problems/Issues/Comments



Standard HPC workflow

AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



Wrap up

RDM

Efficient research

Data ownership andcollaborations
Build on previousresearch

Findability,accessibility ofyour work

Storage, computingenvironment, reproducbility

Validation,credibility

Reuse

Compliance withfunders & datapolicies



Whattool/software/library/unixcommand that you havelearnt in this course will helpyou in each of the datalifecycle phases?



Tip sheet



Questions



Your primary collaborator is yourself six
months from now, and your past self
doesn’t answer ermails.

Thank you for your attention!



DataPreservation



AccessLogin node Transferdata toplatformstorage Configuretools andprojectstructure Set upscripts /test scaling Write job &submit toscheduler Monitor jobrun, checkoutput Archiveproject



rationale



rationale

Freeing up space for activeprojects

Keeping a permanent recordfor regulatory reasons

COSTS

Storing an accessible version ofyour results for replication/reuse



what to archive?

Archive:
Essential data and metadata
Processed data needed for reuse
Scripts, workflows and envs neededto reproduce your work

Don’t archive:
Data that is unusable
Data without any metadata
Temporary files or code that is notneeded for reproducing or supportingyour results



where to archive?

Repositories
There are public andcommercial repositories whichoffer the ability to permanentlystore your data. They usuallyrequire you to make the data, orat least metadata, publiclyavailable.

Cold storage
Many forms of long-termstorage exist. They are usuallyusing tape storage or anothermethod where data is notactively available. Data in coldstorage is usually not reused orshared.



repositories

Experimentinput & rawdata

Pipelines &workflows

Softwareand code
Domain-specific repositoryZenodoFigshareDyrad GitHubGitlabCodeberg

ZenodoWorkflowHubSnakemake workflowNextflow



cold storage

At present, KU does not have any cold storage optionsavailable in its infrastructure. This means that if yourgroup or department does not have a specificprovision for this, you would need to seek an externalprovider.
There are very few external providers which have aDPA with KU and can store sensitive data (Microsoftand DCAI). Even with a DPA, it is recommended thatyou encrypt your data before uploading to make itmore difficult for a data leak to occur.

Encryption
Many forms of long-termstorage exist. They are usuallyusing tape storage or anothermethod where data is notactively available. Data in coldstorage is usually not reused orshared.



licensing
Licenses define how datasets and software can be used, including copyright ownershipand, for human data, subject rights and usage restrictions.
The license:
• defines degree of publicity and rights to use your data
• ensures data/software is correctly attributed
Under GDPR, the data controller is responsible for ensuring lawful use and sharing ofhuman subject data, often through signed agreements such as Data Transfer or DataProcessing Agreements. It is an important aspect of the principle of reusability (R in FAIR)in data management.
Licenses are very important when using repositories, as they will determine whichrestrictions and use cases are available when downloading your data.



Data storage is costly- Zenodo 50GB per publication- Figshare 20GB per publication, more costs e.g. 1TB $3500- Dryad 50GB $150, $50 extra per 10GB extra 50$
•Key implications
•It can be cheaper to redo calculations instead of storage. Is it always feasible? No. Computations may beexpensive and time-consuming. Evaluate your case!
•Best practices
•Make sure all results are reproducible. Store?- Essential raw data- Processed data needed for reuse- Scripts, workflows and envs

HPC checklist



• For data and software:
• Creative Commons License Chooser:https://creativecommons.org/chooser/ (CCL specific)
• EUDAT licence selector wizard. https://ufal.github.io/public-license-selector/
• Choose a license. https://choosealicense.com/ provided by GitHub,open source licenses.
• For datasets:
• data world license list: https://docs.data.world/
•For databases:
• Open Data Commons (ODC): https://opendatacommons.org/licenses/
•

Licenses and tools

https://creativecommons.org/chooser/
https://ufal.github.io/public-license-selector/
https://ufal.github.io/public-license-selector/
https://choosealicense.com/
https://docs.data.world/
https://opendatacommons.org/licenses/


Creative Commons License Chooser

Creative commons licenses widely usedopen data licences with differentpermission levels (in human-readable andmachine-readable forms).



• tar can combine multiple files and dirs into a single archive file andoptionally, compress the result
• The compression reduces the total data size
• Fever bytes will result in speed up data transfer
• Fewer files will also reduced metadata overhead
• Saves storage space on HPC systems (lower cost)
•tar -czf data.tar.gz data/

•At our university, approximately 1 PB (petabyte) of data is generatedevery month

File compression



•-x: to extract the archive
•-v: for verbose output
•-z: for gzip compression
•-f: «tarball» filename

•Flags can be concatenated and interchangeable but –f needs to befollowed by a filename.
•*.tar.gz: uses a two-step process: files are first archived with tar (files or foldersmerged), then compressed with gzip.

Tar - flags

#compressed archive format commonly used on Linux.



• Time for a quiz!

~ 5 min

hds-sandbox.github.io/HPC-lab 

Now is YOUR time!  

Archiving


